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Sl.No. Requirement 
1 Avoid having sensitive data in clipboard or disable clipboard properties in browser. 
2 Confirm sites are HTTPS (Lock Symbol in the URL bar). 
3 Avoid using websites that have cross in the Lock Symbol 
4 Do not ignore the expired certificate message warning 
5 Do not leave the machine after login. Always logout if the machine is not yours. 
6 Do not share your credentials or session information with anyone. 
7 Use a private window or incognito mode while browsing on a third party machine. 
8 Do not click on unknown/weird links 
9 Always check the URL before accessing it because link message and actual link may be 

different. 
10 Avoid saving credentials in the browser. 
11 Use strong passwords. 
12 Use only popular browsers for Internet Access. 
13 Update the browser regularly [It happens automatically]. 
14 Check the URL before filling the credential fields. 
15 Avoid unnecessary uploading of images. 
16 Verify the given checksum before opening or installing the downloaded files. 
17 Do not keep the same password for all accounts. 

 


